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1. Introduction 
 
In the modern societies, many decisions related to individuals are based on the information 
saved in computer data files: as the payrolls, medical lists, etc. But, the ones responsible for the 
files should make sure that the undisputable advantages of the automatic data processing do not 
weaken the position of persons the data belong to. The computerized files compared with the 
manual files have a longer retrieval capacity and offer possibilities for a multiple variety of 
transactions which are carried out quickly, bringing an irreplaceable impact on the development 
of commercial and economic relations, but at the same time responding to the challenges of 
modernization and technology.  
 
At the beginning of the 1960s, building of the so-called state of “social welfare” was 
accompanied by the need for greater information. At that time, the state and the big companies 
that possessed a considerable amount of files started to get used to the computer systems. Given 
that their capacity was considered as an expensive and limited resource, then there introduced an 
alternative idea to recognize different users the right to accessing files, regarding it as the simplest 
route to open, administrate and update the system. These developments and the emerging of the 
"integrated data administration" notion inspired the debate about personal data protection 
 
Although the protection of the right to privacy originates in the U.S., Europe became the first 
continent to issue legislation on privacy and it is the resource of many laws on privacy1. These 
laws were aimed at ensuring transparency with the database mainly owned by the state, 
controlling the computer data processing. These laws did concurrently guarantee some other 
rights, mainly related to the right to access and correct data.  
  
In general, the laws on personal data protection in various countries in Europe are characterized 
by the following peculiarities:  
 
 Are applied in the public and private sector; 
 Are applied for a wide variety of activities, including the collection, processing, saving 
and dissemination of data; 
 Define obligations (including the registration in a national authority) for everyone that 
intends to get involved in one of these activities. 
 
Despite protection accorded by various countries in a national level, undertaking of actions in an 
international or supranational level (such as European Union) was growingly considered pivotal 
to make sure that the national legislation would not become an obstacle for the cross-border 
transfer of personal data. The first international action was marked with the drafting of the 
Guidelines on Privacy Protection and Data International Transfer by the Organization for 
Economic Cooperation and Development (OECD) in 19802. The guidelines are not legally-
binding. However, they established a common policy for the U.S. and the EU, taking into 
account their respective participation in OECD. The guidelines highlighted the basic principles 
on data protection and their inter-state flow.  
                                                 
1 In 1970 the German state Hesse approved the first law on data protection. Meantime, in 1973, Sweden 
became the first country in Europe to approve the law on personal data protection.  
2 The guidelines highlighted the basic principles on data protection and flow between states, leaving a 
considerable margin of appreciation to the state for implementation in the national ground.  
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Viewed from European context, the Council of Europe and the European Union approved 
common norms and envisaged establishment of ad-hoc institutions in the member states with the 
aim of protecting personal data. 
 
The following paper analyses Albania's experience in adopting standards on personal data 
protection, in implementation of commitments undertaken in the context of the Council of 
Europe and the European Union, reflected in the Stabilization and Association Agreement 
(SAA). According to the SAA, Albania is committed to adopt the EU acquis within 5 years from 
its entry into force. The SAA makes a reference to other international obligations undertaken by 
Albania in this field, namely the Convention of the Council of Europe. While it is almost three 
years from the date when the Convention of the Council of Europe was signed by Albania, so 
far, there has been no measure taken by responsible authorities.  
 
The purpose of this paper is not to analyse the level of harmonization of the Albanian legislation 
with the acquis, but to only suggest the main steps to be taken for adopting the acquis and 
correctly applying it. The recommended measures are vital not only to the efforts of Albania for 
integration into the European Union, but first of all serve to protection of the rights of 
individuals, as well as to its economic and social development. 
 
 
2. Economic integration and (non) protection of personal data 
 
Personal data protection is yet an unknown field for Albania. The legislation offers to 
individual’s protection against abuses with data as well as the right to control the treatment 
process3. Such an approach is similar to many countries of Western Europe. Despite 
commonalities, there are several differences related to the field of application of law, 
implementation of the basic principles and action of coercive mechanisms.  
 
Due to the data flow beyond boundaries, protection of privacy of individuals cannot be totally 
exhausted only in a national level. The considerable growth of international circulation has 
highlighted the need for common inter-state efforts to balance the need for free movement with 
the demand for protection of personal data.  
 
For instance, dissemination of the payment means (such as checks, credit and debit cards as well 
as bank transfers) has received an international character. A payment mean issued in Albania can 
be used in other countries and vice-versa. On the other hand, subjects that offer payment 
instruments can treat personal data of users beyond the boundaries of Albania. For these 
reasons, the Albanian legislation should reflect the international standards of personal data 
protection to guarantee the cross-border transfer of personal data without infringing the 
individual privacy of payment subjects.  
 
Viewed from the context of the European integration, the differences in the level of protection 
can become an obstacle for the free flow of personal data between Albania and the EU Member 
States and for the integration of our economy in the EU market, where goods, services, capitals 
and people move freely.  
                                                 
3 Law no 8517, dated 22.07.1999 “On Personal Data Protection”. 
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To avoid such obstacles, the SAA obligates Albania to adopt the Directive 95/46/EC4, which 
has lifted every barrier in transfer of data in the European Community5. But, what is the current 
situation of personal data protection in Albania? 
 
 
3. Personal data protection in Albania “mission impossible”? 
 
To balance the right to privacy vis-a-vis free flow of information beyond boundaries, the Republic 
of Albania became a signatory of the Convention on Protection of Individuals related to the 
Automatic Treatment of Personal Data6, which constitutes the only international and binding 
instrument for personal data protection.  
 
The Convention defines that the data shall be fairly processed, maintained for legal purposes, 
accurate and updated. The Convention recognizes the right of individuals to access the data. It 
determines the basic principles of privacy, which the Contracting Parties should give effect in 
their domestic legislation7. Although the national measures in implementation of the Convention 
should be operative by the time it starts to produce effects for the State party (to avoid the legal 
gaps), nearly three years after the entry into force of the Convention, no measure has still been 
taken by Albania to adopt its principles.  
 
3.1. International commitments – incomplete legislation 
 
Different from the Convention, Albania’s legislation regulates only treatment of data from the 
public authority8. Such a shortcoming leaves the individuals with no protection from the private 
sector and treatment of personal data during development of economic relations can become a 
problem. Therefore, to receive a loan, the customer offers the bank a personal data number 
related to his financial and social status. The customer cannot reject collection of this 
information, as it would lead to the refusal of the application for a loan, but given that banks are 
private subjects, he enjoys no legal guarantee to make sure that this data would only be used to 
assess his capacity to pay the loan back and not for other purposes, such as publicity, marketing, 
offering of insurance contracts, etc. At the same time, banks are neither prohibited to share this 
information with other companies. 
 
Also, the Albanian legislation does not reflect the commitments expressed in the instrument of 
ratification of the Convention on issues related to data on associations, foundations, institutions 
or other bodies composed of individuals.  
 
                                                 
4 Directive 95/46/EC on individual protection for automatic treatment of personal data and free flow of these 
data. 
5 According to Article 70/3 and 79 of the SAA, this process shall be realized within the first phase of the 
implementation of the SAA, which, as per Article 6, is 5 years from the entry into effect. 
6 The Convention is signed by the Republic of Albania on 9 June, 2004, ratified on 14 February 2005, and has 
entered into effect on 1 June 2005. 
7 The Convention is not self-applicable (the individuals cannot use it before the courts) and its implementation 
in the Albanian legal order, based on Article 122 of the Constitution requires issuance of a law. 
8It is interesting to note that the Albanian law on personal data protection is reported as applicable in the 
public and private sector in the Council of Europe official web site 
(http://www.coe.int/t/e/legal_affairs/legal_co-operation/data_protection/documents/national_laws). 
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Contrary to what said above, the law guarantees the personal data protection only to individuals, 
while the same principle is not applied for the legal persons9.  
 
This issue has won a special importance particularly recently when the Bank of Albania is 
establishing a loan register, in the form of an information system with financial obligations of 
each loan-receiver in the banking system. This information system is aimed at preventing the risk 
coming from the quick distribution of loan delivery in Albania10. The register shall contain data, 
not only for the individuals, but also for commercial companies in their role as loan receivers. 
For these reasons, the data collection on loans requires a careful legal treatment to put a ban to 
abuses.  
 
No regulation is foreseen in the law on the ratio between the privacy and freedom of 
information. Rules established for personal data protection can limit the freedom of speech of 
individuals, particularly the freedom of media. In principle, the media activity shall respect rules 
established for the privacy. Anyhow, implementation of these rules should not run contrary to 
the freedom of media, journalist secrecy and the principles of investigative journalism, which are 
indispensable for a democratic society11.  
 
This problem has also been identified in the annual reports of the People’s Ombudsman, which 
do systematically repeat that: “our media seem to still not consider a violation delivering of 
personal data that infringe the right of privacy regulated by the provisions of the law on 
protection of personal data. This becomes even more serious when it is a question of charges for 
criminal offences12”. Although this is, in essence, a valid concern, it seems that the Ombudsman 
does not consider the fact that the radius of action of law falls only on the public authorities, 
and, being such, does not obligate the press bodies. For this reason, it would be fairer to address 
critics to the police structure that give such data to the media. 
 
Unfortunately, eight years after the approval of the law on personal data protection, there is still 
no general framework on protection of privacy of individuals in Albania. Later laws with effect 
on the privacy have not taken into account its principles on data protection. This is the case with 
the adjustment of the voter lists in regards to their drafting, proclamation, protection and use by 
the electoral subjects and the political parties13. 
 
 
 
 
                                                 
9 According to Article 2 (a) of the law, personal data are defined as “any data for one individual identified or 
identifiable from this data”. According to letter “ç” of the same article, the subject of personal data is understood 
as “each individual to who personal data are related to”.  
10 See Article 127 of the Law no 9662, dated 18.12.2006 “On Banks in the Republic of Albania”. 
11 As per Article 9 (2) of the Council of Europe Convention, the states can derogate from the basic personal 
data protection principles, when derogation is made by law and composes a necessary measure in a democratic 
society in the interest of protection of freedom of press.  
12 Report 2001, p. 52; Report 2002, p. 70; Report 2003, p. 32; Report 2004, p. 36; Report 2005, p. 34; Report 
2006, p. 32. 
13 See Part Four, Chapter I, of Law no 9087, dated 19.6.2003 “Electoral Code of the Republic of Albania”. 
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Such a stance has been further buttressed by the Constitutional Court, according to which, data 
on property and financial liabilities of the elected people and some other categories of public 
officials are allowable to the public, in compliance with the law on the right to information on 
official documents”14. The Constitutional Court seems to not have considered a general rule of 
Article 3 of the Law on Protection of Personal Data, which determines that:” the public should be 
familiar with the personal data of an individual only in the manner and amount provided by this law”. 
 
Even more worrying is the fact that the above-mentioned problems are treated only in the 
European Commission15 reports and reports of other monitoring organizations in Albania. 
Meantime, the Albanian government has done nothing to assess the level of implementation of 
the law and problems encountered in this regard. In the same situation are the relevant bodies on 
personal data: the People's Ombudsman, as the institution where the individual pursuant to the 
law can appeal, and the Ministry of Justice, the responsible institution for drafting the law and 
assuring mutual assistance in the context of the Convention of the Council of Europe.  
 
The reasons why the shortcomings treated above have never led to emergence of a problem in 
practice should be found in the non-implementation of the law. This is particularly true in the 
case of the personal data transfer abroad. As per the Albanian legislation, the data can be 
transferred to a foreign user outside the territory of the Republic of Albania, in case the 
jurisdiction where the foreign person acts offers the same guarantees as the Albanian law, or 
when it is envisaged by the law, or when a written consent is received by the individual16. Such a 
regulation, makes impossible for instance the transfer of medical data of an Albanian citizen in 
coma in a foreign hospital. Based on the above-mentioned reason, the law should be completed, 
allowing the transfer in completion of an important public interest, or when suitable clauses are 
envisaged for guaranteeing the data, in compliance with the Additional Protocol of the 
Convention.  
 
 
3.2. The responsible institution without a proper authority 
 
In the same day as it signed the Convention, the Republic of Albania adhered into the Additional 
Protocol17, which provides for establishment of responsible authorities to guarantee 
implementation of the law.  
 
The protocol is based on the principle of effective protection of rights guaranteed in the 
Convention, which requires not only harmonization of basic principles of personal data, but also 
ways of its implementation.  
 
 
                                                 
14 See Decision no 16, dated 11.11.2004, of the Constitutional Court (V – 16/04), as well as Article 34 of the 
Law no 9049, dated 10.04.2003 “On disclosure and control of assets, financial obligations of the elected and 
some public officials”. 
15 See European Commission Report on Albania (2006), COM, 649 final. 
16 See Article 14 of the Law on Personal Data Protection.  
17 Additional Protocol to the Convention on Protection of Individuals related to Automatic Treatment of 
Personal Data on the responsible authorities and cross-border transfer of data signed, ratified and entered into 
force in the same day with the Convention.  
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In implementation of this principle, most of the State Parties have established oversight 
authorities for protection of personal data, in the form of a Commissioner (i.e. United Kingdom, 
Ireland, Slovenia), Commission (i.e. France, Italy, Belgium), Ombudsman (i.e. Finland)18, 
Inspectorate (i.e. Poland, Sweden, Baltic countries), or Office (i.e. Spain, Holland, Check 
Republic). These authorities enjoy a full independence from any form of intervention during the 
exertion of their functions.  
 
While in Albania for violation of their privacy individuals can complain to the People's 
Ombudsman19. Such a solution seems to have been supported in the consideration that this 
independent institution, which main function is protection of the interests of individuals versus 
the public administration can exert tasks in the field of personal data and is held responsible for 
treating the violated rights.  
 
Such an approach, totally different from the one of the EU and of the candidate countries does 
not serve to implementation of obligations deriving from the SAA20, exposing Albania as a 
country with no institution dedicated in particular to protection of privacy of individuals21. The 
main problems hindering the People's Ombudsman from functioning as a pure supervisory 
authority are related to the limited competencies recognized to this institution in regards to the 
personal data protection and the shortcomings in the manner of organization, functioning and 
human resources. Stated differently, the field of activity of this institution does not comply with 
the one of the supervisory and guarantor institution of the personal data in practice. 
 
Furthermore, the only instruments at the disposal of the People’s Ombudsman to resolve 
complaints of individuals are recommendations to correct the rights infringed by the relevant 
administrative body. Due to their non-binding nature, recommendations cannot be the needed 
instrument for an efficient implementation of the legislation on personal data.  
 
In addition, the activity of the People’s Ombudsman is limited to the public administration 
bodies, not guaranteeing the individuals from the violation of their rights from private persons22. 
Also, the jurisdiction of the People's Ombudsman is limited and affects the President of the 
Republic and the Prime Minister office, further narrowing its field of action regarding treatment 
of personal data.  
 
Shortcomings in regards to the organization and functioning of the People's Ombudsman on the 
personal data area can be summarized as follows: 
                                                 
18 The only county that has approved this model is Finland, where the Ombudsman is exclusively charged with 
the personal data protection. As it shall be treated below, the Ombudsman of the Republic of Albania does not 
have any power of supervisory authority, as required by the Protocol.  
19 See Article 15 of the law on personal data protection. 
20 See Article 79 of the SAA, which speaks not only about the harmonization of the Albanian legislation in the 
field of personal data with the acquis communautaire and international legislation on privacy, but also about 
establishment of independent supervisory bodies with sufficient financial and human resources to monitor and 
efficiently guarantee implementation of legislation in practice. 
21 Romania was in a very similar situation with Albania, as its relevant personal data protection institution, until 
2004, was the People’s Ombudsman. Anyhow, until the entry into force of amendments in the law on personal 
data protection, a National Control Authority was established to Control and Supervise Treatment of data of a 
Personal Character.  
22 See Article 2 of the Law on People's Ombudsman. 
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a) Lack of qualified staff. No change in the organizational structure of the People’s 
Ombudsman has come as a result of getting competencies for personal data protection23.  
 
b) Passive role. So far, the People’s Ombudsman has played a non-active role in promoting 
personal data. This is reflected in the lack of public reaction on a number of events 
affecting the privacy of people. Such is the case with the bill on supervision by tele-
cameras, which, although considerably violating the right of individuals to privacy, was 
never treated by the Ombudsman24. 
 
c) Insufficient publicity. The annual reports of the Ombudsman show that only one activity in 
the field of personal data protection was organized by this institution25. The reports 
identify no initiative on co-operation with the non-profit organizations to increase public 
sensibility, but only some pronouncements to media on protection of personal data26. 
 
d) Lack of international cooperation. The reports give no information on the co-operation with 
foreign supervisory authorities. Stemming from the latest developments on data 
protection, this cooperation should be focused in the exchange of information, 
experience, discussion of coercive strategies as well as organization of international 
conferences and trainings for the staff.  
 
Despite the above mentioned shortcomings, the governments which have been serving these 
years, be them left of right wing, cannot be excluded from bearing the responsibility of the lack 
of guarantees for personal data protection, given the fact that so far they have not considered 
data protection as an important issue. The spirit of negligence is also reflected in the national 
Plan on Approximation of Legislation and Implementation of the SAA, which says: “for the time 
being no Albanian institution has direct responsibility to address gaps in the personal data 
protection field”. It is only the Ministry of European Integration that has so far committed to 
identify the responsible institutions, although such measures are not related to its field of 
activity27.  
 
From what said above, we can reach in the conclusion that in Albania there is no authority 
with proper powers to protect personal data, and that the legal framework does not guarantee 
its effective implementation.  
                                                 
23 Structures of this institution are defined in Article 31 of the Law on the People’s Ombudsman. For further 
information see the web page (http://www.avokatipopullit.gov.al/Organizimi.htm). 
24 See, Elvis Çibuku, “Right to privacy and tele-cameras in public places – Albania and Europe in supervision”; 
Journal of Parliamentary Studies and Legal Policies; 27, 1/2006. 
25 The 2006 Report speaks about recognition and sensitization of Albanian public administration in a local 
level, on the legal package containing the law on protection of personal data, organized in cooperation with the 
OSCE Presence in Albania, p. 29. 
26 See Article 30 of the law on People's Ombudsman. In regards to promotion of personal data, the report 
mention a very limited number of TV programmes attended by the Ombudsman (Report 2004, p. 224; Report 
2006, p. 424). On pronouncements, see Report 2006, p. 411. 
27 This Ministry envisaged the establishment within 2005 of the inter-institutional working group for adoption 
of the acquis in the personal data field. This working group has not been established so far. The revised Plan of 
2006 does not contain this priority and there is no competent authority to take measures in this field. See 
National Plan on Approximation of Legislation and Implementation of the SAA (p. 296). 
  10
 
4. Internationalization of personal data protection  
 
The National Plan on SAA Implementation envisages adoption of the acquis on the personal data 
as a main government priority. However, there is another important fact related to improving the 
legislation in the field, which, in its terms, is not related to the implementation of obligations 
deriving from the SAA.  
 
Directive 95/46/EC allows the transfer of personal data from the European Communities to 
third countries, only in case the later ensures a similar level of protection. This is reflected in the 
disagreements between the EU and the U.S. about the data transfer for airline passengers for 
reasons of fighting terrorism and organized crime. As per the European Commission, transfer of 
these data can be achieved only if the third countries (the U.S.) guarantee data protection and 
their use only for purposes of aviation security and border control28. 
 
Assessment of the sufficient level contains two main elements: content of the legislation and 
functioning of coercive mechanisms, which, in the case of Albania are both problematic. The basic 
principles examined during the course of assessment are: 
 
a) Principle of limitation of scope: data should be treated for a specific purpose and used or 
communicated only for as long as they do not run contrary to the purpose of transfer.  
 
b) Data quality and principle of proportionality: data should be accurate, (when necessary) 
updated, sufficient, relevant and in the amount necessary for purposes of transfer or 
treatment.  
 
c) Principle of transparency: individuals should be informed about the purpose of treatment 
and identity of the controller in the third country.  
 
d) Principle of security: the controller should take all the necessary technical and organizational 
measures to avoid any risk related to data processing. Persons acting under the controller 
authority should be rigorous in following his instructions.  
 
e) Right to access, correction and opposition: individuals should be recognized the right to get 
copies of data related to them, as well as the right to correct inaccurate data. In some 
cases they can reject the treatment.  
 
f) Limitation of further transfer: data transfer from the receiver of the authentic transfer can be 
allowed only if the second receiver is subject to rules that enable a sufficient protection 
level. 
 
 
 
 
 
 
                                                 
28 See decision of the European Court of Justice of 30 May 2006 in United Issues C-317/04 and C-318/04 on 
the transfer of registers with the passenger names, the U.S.  
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Respecting of the above mentioned principles is of a particular importance in the context of 
police cooperation in the fight against terrorism, organized crimes, trafficking and illegal 
migration. On these grounds, Albania has signed the Readmission Agreement with the European 
Communities29. Implementation of the Readmission Agreement asks for exchange of personal 
data of persons that will be re-admitted, and, consequently, issuance of sufficient guarantees for 
their protection. This obligation reveals differences between protection of personal data in 
Albanian and in the EU Member States, which can harm not only the rights of individuals, but 
also the incapacity of authorities charged with carrying out these functions.  
 
The international acts on police cooperation (such as Schengen, Europol, Interpol) refer to the 
basic principles of privacy protection and can be applied only after adoption of basic Convention 
principles. In this manner, no initiative in the field of police cooperation can be imagined 
without the proper personal data protection. Any exchange of police data between Albania and 
EU Member States is indispensable in this regard.  
 
Problems of the Albanian legislation are also added due to the lack of its implementation by the 
police and prosecutor’s office in the personal data field30. The procedure does not allow police 
data transfer from the Council of Europe member states, which should first make sure that the 
data are sufficiency protected in Albania31.  
 
On the other hand, the lack of a supervisory authority on personal data protection is another 
obstacle for the exchange of information with the foreign institutions of law enforcement, in 
particular with regards to signing of an agreement on exchange of data on organized crime with 
Europol. This because, the legal principles on treatment of personal data contribute to 
protection of individuals only once applied in practice. Therefore, the assessment of the 
sufficiency level takes into account the operation of the supervisory system, whose fundamental 
objectives should be: 
 
a) Full implementation of the legislation. An efficient implementation system is characterized by a 
high level of consciousness of the ones treating the data and their obligations. A pivotal 
role is played by the awareness of individuals, because the higher the level of recognition 
of law is, the higher its scale of implementation shall be.  
 
b) Offering support and assistance to individuals. Each person should be able to exert his rights 
immediately, effectively and with no costs making use of the institutional mechanisms 
that allow an independent examination of complaints.  
 
c) Remuneration for the harmed parties. Disputes of individuals should envisage compensation 
for the negated rights.  
 
 
 
                                                 
29 The Agreement is signed in 14 April 2005 and is ratified by Albanian Assembly with Law no 9466, dated 
23.1.2006.  
30 See Report of the European Commission for 2006; p. 44; COM (2006) 649 final, Brussels, 08.11.2006. 
31 See principle 5.4 of the recommendations no. R (87) 15 of the Council of Europe regulating the personal 
data use in the police sector.  
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Being the only international instrument of a binding character in the privacy field, the personal 
data transfer to states parties in the Council of Europe Convention is in principle allowable, on 
the condition that these states have coercive mechanisms in place. However, this presumption is 
not applied for Albania, as it has still not given effect to the Convention principles in its 
domestic legislation. 
 
This is exactly the reason why the SAA obligates Albania “to establish independent supervisory 
bodies with sufficient financial and human resources to effectively monitor and guarantee 
implementation of the legislation on personal data protection”32, alongside the obligation to 
approximate the domestic legislation with the acquis of the field.  
 
 
5. The ID cards saga and personal data protection 
 
On 27 April 2007, the Council of Ministers approved the Decision “On Determining the security 
elements and approval of the form and model of IDs for the Albanian nationals”, which shall for 
the first time contain biometric data33. Production and distribution of the IDs will be realized 
without a national digital register, although the register is a must for this complex endeavor.  
 
Biometric verification is a manner via which a person can be identified in a solely way assessing 
one or more biologic features34. Use of biometry recently is instigated by the following factors: 
 
 Increase of pressure to accurately identify individuals within a short period of time; 
 The terrorist acts, mainly after the tragic acts of Sept. 11, 2001, have added voices for 
application of accurate scientific methods of identification in reply to sophistication of 
terrorism, which appears via use of many identities; 
 Private sector suffers of fraud with identity, allowing for profits of money in considerable 
amounts from fraudulency. 
 
Supply of Albanian citizens with IDs is an inherited problem, which has taken the saga re-
appearing in the public scene, mainly in the offset of electoral campaigns, be them for 
parliamentary or local elections, avoiding the multi-dimensional importance of supply of citizens 
with this document and their accurate identification. The current governmental programme 
2005-2009, treats the supply of Albanian nationals with ID’s within the context of the electoral 
reform. So far, provision of Albanian nationals with IDs, establishment of a national digital 
register and suiting of the address system with the dynamics of country's development have been 
unkept promises. In 2004, the Council of Ministers approved the security elements and the form 
of the identity element35, but this initiative was not realized during the socialist governance.  
                                                 
32 See Article 79 of the SAA, which has been proposed by the EU in the last rounds of negotiations for signing 
the SAA. A similar provision is not found in the proceeding SAA signed with the Former Yugoslav Republic 
of Macedonia and Croatia. 
33 See Decision no 253, dated 27.04.2007 of the Council of Ministers, published in the Official Journal no 57, 
dated 17 May 2007. 
34 The special identifiers include finger traces, voice wave, the ADN, and signature.  
35 See Council of Minister's Decision no 320, dated 21.5.2004 “On determining safety elements and approval 
form of the IDs for Albanian nationals”, as well as Decision no 579, dated 27.08.2004 “On approval of the 
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The Council of Minister’s Decision of 27 April 2007 describes in details the technical 
specifications and the elements to be contained in IDs and the manner in which information 
collected by the Albanian nationals shall be maintained. But, it does not define the guarantor 
authority in this delicate process, seriously questioning the personal data protection. The 
inclusion of biometric data in the IDs, not accompanied by a proper infrastructure and a special 
institutional authority can in practice lead to the lack of correction of biometric data, which 
eventual confusion would lead in uncorrectable effects for individuals in criminal processes.  
 
Although it is eight years now from the approval of the personal data protection law and Albania 
has taken concrete commitments to the Council of Europe and in the context of the SAA, it 
seems that the Albanian government neglects this reality, not placing as a reference in the legal  
 
framework where the above decision is based the legislation on protection of personal data, 
given that the scope of collection of these data falls within the scope of this law.  
 
A problematic element appears from the practical viewpoint in the civil registry offices, which, 
according to the law "On the documentation of the identity of Albanian nationals" are 
considered to be the responsible authority for issuing identity documents. The ruined 
infrastructure of these offices and the lack of a proper database cannot guarantee collection or 
transfer of biometric data.  
 
Inclusion of biometric elements in IDs can be realized by taking into account the two 
constitutional principles: the one of legality (data collection should be regulated by law and should 
be used only lawfully) and proportionality (data should not be used beyond the purpose they are 
collected for). Also, the biometric elements should be closely linked with the respect for human 
dignity, particularly during collection and use of body characteristics, in compliance with the 
obligations deriving from the European Convention of Human Rights36. 
 
Due to the highly sensitive nature of biometric elements, the mass collection and inclusion of 
identity documents can bring negative effects to the citizens if the above mentioned guarantees 
do not exist. For this reason, prior to undertaking these initiatives, which in essence are positive, 
the government should have studied in more details each aspect of data protection and keeping 
of documents, particularly in regards to the guarantee of integrity, authenticity and confidentiality 
of data, as well as prevention of the risk of their use for reasons different from what they have 
been collected for. 
 
 
6. Improvement of the personal protection data - indispensability for citizens  
 
Protection of privacy is an issue that should not only be considered in the context of the 
implementation of the Association and Stabilization Agreement and adoption of the acquis, but 
also indispensability for the Albanian citizens. Steps to be undertaken by the government in this 
direction have to do mainly with drafting of a new law on personal data protection and envisage 
guarantees and mechanisms for its application in practice.  
                                                                                                                                                        
mandate for the ID cards for Albanian nationals”, which were abrogated by the Decision no 253, dated 
27.04.2007. 
36 See Article 8 of the European Convention of Human Rights. 
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6.1. European standards and the need for an overall legal reform  
 
As treated above, the law on personal data protection does not guarantee an efficient protection 
of privacy of individuals. It does neither address Albania’s commitment to the Council of 
Europe and can become an obstacle for the circulation of data between Albanian and the other 
member countries of this organization, and, in the future, with the EU.  
 
Approval of the new law should be realized prior to approval of laws and other initiatives with 
an impact on personal data protection. Anyhow, this seems to not properly be comprehended by 
the Albanian government, which, in its National Plan on the SAA Implementation envisage as a 
short-term priority "drafting of a new law "on personal data protection", fully in compliance with 
the Directive 95/46/EC and Directive 2002/58/EC ”.  
 
These directives have different objects (the first regulates the data cross-border flow, while the 
second guarantees confidentiality of telecommunication) and for conceptual and practical 
reasons cannot be adopted in the same legal act. 
 
The content of the new law shall reflect the key principles of Directive 95/46/EC, which 
reiterate the principles of the Council of Europe Convention. In this manner, Albania shall in 
parallel comply with its commitment in the SAA to approximate the legislation in the field and 
apply the obligations undertaken by the Council of Europe.  
 
Although standards defined by the Directive 95/46/EC on personal data protection are amongst 
the highest in the world, for some specific issues, EU Member States enjoy a considerable 
margin of appreciation during its implementation. For these reasons, during drafting of the law it 
is necessary to take into account experiences of these Member States in implementation of the 
directive. 
 
Given that treatment of personal data encompasses all sectors of the society, for preparation of 
the law, the Government shall be consulted and closely cooperate with public authorities, private 
subjects and non-profit organizations. It is with these actors that the potential profits from 
adoption of the acquis, as well as data users (possibility to show a similar level of protection as the 
other states) and individual users (strengthening of the rights) shall be discussed with. This 
cooperation shall enable the government to calculate consequences of intervention in the field, 
and of public and private subjects to understand rights and obligations as well as costs related to 
their realization. 
 
6.2. Guarantee for an efficient personal data protection 
 
Parallel to approval of the law, the Government should be committed in establishing a 
responsible authority to protect personal data, in implementation of obligations deriving from 
the Additional Protocol of the Council of Europe Convention and the SAA. 
 
The above acts envisage a considerable discretion in determining the powers of this authoritiy, 
stressing these main fundamental functions:  
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a) Investigation. The oversight authority should exert the power of a full and detailed 
investigation of law upon its initiative (stemming from suspicious on the data treatment 
process), or with a complaint of the data subject, to restitute the violated rights. The 
decision taken at the end of the investigation can be appealed in the court.  
 
b) Intervention. The supervisory authority can order removal, deletion, or ruining of 
inaccurate data or unlawfully collected data, as well as delivery of information required by 
the individuals. The intervention includes issuance of opinions prior to treatment as well 
as the reference of issues in the parliament or in other state institutions.  
 
c) Participation in judicial processes. For violations marked during the investigation, the 
supervisory authority can have locus standi before the court. 
 
d) Dispute Settlements. Individual complaints are aimed at finding appropriate solutions for 
the individuals and users. In general, cases are easily resolved, based on the legal 
provisions and in the widely-accepted principles. Such solutions are generally successful 
due to the fact that they avoid undertaking of coercive measures.  
 
e) Information and counseling. The supervisory authority should offer to the public 
administration, individuals and data users information on the rights and obligations 
deriving from their treatment. Counseling in the form of studies, thoughts and 
assessment of draft-laws and other acts play a key role in the development of the 
legislation and practice of personal data protection.  
 
f) Implementation of sanctions. The supervisory authority should have at its disposal several 
sanctions to make data users respect legal provisions. In practice, sanctions are used in 
rare cases, because most of conflicts are resolved via discussions and negotiations. It is 
important for the authorities to enjoy the proper power to prevent grave and constant 
law violations on personal data protection.  
 
Existence of an efficient authority can be considered a fundamental condition for a fair 
protection of privacy, as laws are not self-applicable and personal data protection cannot be 
realized with no administrative guarantors. On the contrary, rules on personal data protection 
risk to be only theoretical.  
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